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A. Before Installation

If you don’t install the USHA Root CA Certificate into your browser or JAVA plug-in, you
will get the following warning message box while browse the secure web page (https://) of
USHA. If you ignore the warning message and click “Yes”, the SSL secure connections are

still functional.

* Internet Explorer Warning Message Box

Security Alert _. |

rir‘"l Information you exchange with thiz gite cannot be viewed or
?. changed by others. However, there iz a problem with the site's
5 zecurnty certificate.

& The zecurity certificate was izsued by a company you have
not chosen to tust, Wiew the certificate to determine whether
you want to trust the certifying autharity.

a The zecurnty certificate date iz valid.

The security certificate matches the name of the page you
are tying to view.

Do you want to proceed?

Tes | Ma I Wiew Certificate

e Java Applet Warning Message Box

Warning - Security x|

Do wouwant to accept the cedificate fram weh site "192.168.51.119" for the
purpase of exchanging encrypted infarmation?

Publisher authenticity verified by "lngrasys"

/ The security certificate was issued by 3 company that is not trusted.
=)

' Tlg The zecurity certificate has not expired and is still valid.

Caution: "192 168.51.119" asserts that this content is safe. You should only
accept this content ifyou trust 192 168.51.1149" to make that assertion.

Maore Details

| Yes H Mo H Always |
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Netscape Warning Message Box

Website Certified by an Unknown Authority x|

Unable ko werify the identity of 192.168.51.119 as a trusted site,
Possible reasons For this error:

- ¥our browser does nok recognize the Certificate Authority that issued the site's certificate,
- The site's certificate is incomplete due to a server misconfiguration,

- ¥ou are connected ko a site pretending to be 192,168.51.119, possibly to obkain your
confidential information,

Please notify the site's webmaster about this problem,

Before accepting this certificate, you should examine this sike's certificate carefully, Are you

willing to ko accept this certificate for the purpose of identifving the Web site
192.168.51. 1197

Examine Certificate, ..

(O Accept this certificate permanently
(®) Accept this certificate temporarily For this session

(O) Danat accept this certificate and do not cannect ko this Web site

[ [w]'s ] [ Cancel l [ Help
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B. USHA root CA installation for Internet Explorer

Please follow the below steps to install USHA root CA for Internet Explorer.

1.  Open Internet Explorer and type: http://(IP)/rootcert.html, see Figure B-1. Click the first
selection, “Root CA Certificate of USHA”.

CEEE EEE HRG BMEEW TED FEM
QrE-O KNEAG fusdmmr @ e A-L 0 JOP 3 A

HEHED) &) hip:l/192,168.61,3Frootcert. html v
M | ﬂ B Dicticnary Thesaurus B8 Word of the Day

Download USHA Root CA Certificate

™1 Root CA Certificate of USHA

Root CA Certificate of USHA for Java Plug-in

Figure B-1

2. Select “Open this file from its current location” and click “OK”, see Figure B-2.

File Download x|
fou have chosen to download a file from this location,

USHA _ROOT_CALCRT from 192.168.51.113

'hat would wou like to do with this file?

%' Open thiz file from itz current location
 Save this file to disk

¥ &lwaps ask before opening this bpe of file

QK. I Cancel | tare Info

Figure B-2
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3. Click “Install Certificate...” as Figure B-3.

Certificate ' : 21x|

General |Details I Zertification Path

®.
Certificate Information

This certificate is intended to:

+Ensures the identity of a remote computer -
*Proves your identity bo a remoke computer

*Ensures software came from software publisher

*Protects softvare from alkeration after publication

*Protects e-mail messages

+Allows data ko be signed with the current time LI

Issued bo:  1USHA ROOT CA

Issued by: USHA ROOT CA

valid from 5/29/2005 to 7/28/2022

Install Certificate. ..

Figure B-3

4. Please follow the instruction of the Certificate Import Wizard and Click “Next”, see
Figure B-4.

Certificate Import Wizard |

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificabe trusk
lisks, and certificate revacation lisks From waour disk bo a
certificate store.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used ko prokect data or ko establish secure netwark
connections. & certificate stare is the system area where
certificates are kept,

To continue, click Mext,

= Back I MNext = I Cancel

Figure B-4
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5. Select “Automatically select the certificate store based on the type of certificate”, and
click “Next”, see Figure B-5.

Certificate Import Wizard |

Certificate Store

Certificate stores are svstem areas where certificates are kept,

Windows can aukomatically seleck a certificate store, or vou can specify a location for
* futomatically select the certificate stare based on the type of certificate
" Place all certificates in the Follawing stare

Certificate stores

Browse. .. |

< Back I MNext = I Cancel

Figure B-5
6. Click “Finish” , and then click “OK” to complete the installation, see Figure B-6 and B-7.

Certificate Import Wizard |

Completing the Certificate Import
Wizard

vou have successfully completed the Certificate Import
wizard,

vou have specified the Following settings:

Certificate Store Selected  Automatically determined be
Content Certificate
l | ©

< Back I Finish I Cancel |

Figure B-6

Certificate Import W x|
@ The import was successful,

Figure B-7
7. Now, you can request a privacy web connection by typing an URL https://(1P)/.
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C. USHA root CA installation for Netscape

Please follow the below steps to install USHA root CA for Netscape.
NOTE: This instruction is for Netscape 7.0.

1.  Open Netscape and type: http://(1P)/rootcert.html, see Figure C-1. Click the first

selection, “Root CA Certificate of USHA”.

3 USHA Root CA Certificate Download Page - Microsoft Internet Explorer
CEED WRED RO BREEW RO FHEAW

QHE-Q HNRG Lum JrineE Qe & 27 L2 B8 A

AT 8 hupul102. 1686 Mbootcerthtml 4
= | ﬂ Bl Dictionary Thesaurus B8 Word of the Day

Download USHA Root CA Certificate

Root CA Certificate of USHA

ertificate of USHA for Java Plug-in

Figure C-1

2. Select “Save it to disk” and Click the “OK” button to select a folder for saving the
certificate, see Figure C-2.

Opening USHA_ROOT_CA.CRT L f";} =l
The File "USHA_ROOT_CA.CRT" is of type applicationjcrt (Security ﬁ
Certificate), and Metscape does not know how to handle this file bype, This file
iz located at:

http:ff192,168.51.119)

wrhat should Metscape do with this Filey

() Open it with the default application (CERFile)

O Open it with | | [ choos:
(®) Save it ko disk

[ Always shaw this dislog before handling files of this type

[ oK ] [ Cancel

Figure C-2
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3.

A message box, as Figure C-3, appears for indicating that the download has started.

100% of USHA_ROOT_CA.CRT Saved ==l
Saving From: http:ff192,168.51.119/USHA_ROOT_CACRT?
To: CiDocuments and SettingstAdministratariDeskt
Status: Download complete (elapsed time was 01:19)
Time Left: 00:00
Elapsed Time: 01:19
Progress: IR 100%

K.eep this windomy open after the download is complete,

[ Close ] [ ] [Launch File: ] [Shnw File Location

Figure C-3

When the downloading is finished, please close the download message box and launch the
Netscape program. Open the USHA Root CA certificate from “File -> Open File...”,
see Figure C-4.

@) USHA Root Certificate Download Page - Nel 10| =]

. |File Edit Wiew Go Bookmarks Tools  Window  Help |
Mew 3 =
Open Web Location,., Chrl+Shift+L ) | £ | [Gk Search ] G

! Qpen File...

2| Close Chel+ Metscape Gl Search | E3Book
Save Page As... Chrl43
Send Page...
Send Link...

I —=

Figure C-4

Select “Trust this CA to identify web sites” and click “OK”, see Figure C-5.

Downloading Certificate x|

ou hawe been asked ko trusk a new Certificate Authority (CAY

Do vou want ko brusk "USHA ROOT CA" For the Following purposesy?
Trusk this C& ta identify web sites,

[ Trust this A ko identify email users.

[ Trust this CA ko identify software develapers,

Before trusting this CA For any purpose, vou should examine its certificate and its policy and
procedures (if available),

Examine CA certificate

[ QK ] [ Cancel ] [ Help ]

Figure C-5

Now, you can request a privacy web connection by typing an URL https://(1P)/.
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D. USHA root CA installation for Java Plug-in

Please follow the below steps to install USHA root CA for Java Plug-in.
1.  Open your browser and type: http://(1IP)/rootcert.ntml, see Figure D-1. Click the
second selection, “Root CA Certificate of USHA for Java Plug-in”.

CEED WRSEE Ry BEEER IED SREEE
QrE-Q HNRO Pz @it @ -2 B -3 A

HEHET) &) hutps#192. 168,61, 3rootcert himl v
= | ﬂ Bl Dictionary Thesaurus B8 Word of the Day

Download USHA Root CA Certificate

Root CA Certificate of USHA for Java Plug-in

Figure D-1

2. Choose “Save it to disk” and select the “lib\security” subdirectory in your Java Plug-in
program folder for saving the certificate. By Default, Java Plug-in is installed in
“C:\Program Files\Java\j2rel.4.xx”, see Figure D-2.

Enter name of file to save to... 2lx|

in: | = security j - il
Histary
m Desktop

@ My Documents
@ y Computer
=4 3% Floppy [8)
= Local Disk [C:)
[Z1 Program Files
1 Java
[ j2ret.41_02

Compact Disc [Z3]
My Network Places

File name: Iissecacerts.crt ﬂ Save I
Save az type: I"_crt j Cancel |
F

Figure D-2

10
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3. Rename the certificate file “jssecacerts.crt” to “jssecacerts”, see Figure D-3.

=10l x|

J File Edit ‘iew Favorites Tools Help ‘
J 4=Back ~ = - | Qi search [ Folders £ #History | *

& security

Address I[:l security j yf#GD
Mame 7 | Size | Tvpe
cacerts 12KE File
java, policy 3KE  POLICY File
) 5 iz =S4 TKB SECURITY File
< o) jssecacerts 1KE File
) 5 e jar 4 kB Executable Jar Fil
115 _escport_policy . jar 3KE Executable Jar Fil
Twpe: Executable Jar File
Size: 2.57 KB
| | ]|
|6 objeck(s) |26.5 KE |@‘ My Computer 4
Figure D-3
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